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ׄԓ
ԉ

ἤ в

A
Åе
Å ứ‍е

Å ᴞᴩἨỗҵ П Ṇ ȲṼ ῶϟᶙכ Ṇ
и Ȳṳᶙכ ῶϫП ạ ╟ȷẔ∟ ḕדᴟю Ϛ
װ Ṇ и ᶔ ἤȴ

Å ὑῴװắ ứἨ Ḇ∟ПϚדвᶙכȷ Ṇ
ȳṆ и ḆἨẔ ӣṮ צ ᶮ ȲӼ֝ȴ

B
Åе
Å ứ‍е

C
Åе
Å ứ‍е

Å ᴞᴩἨỗҵ П Ṇ ȲṼ ῶϟᶙכ Ṇ
и ȴẔ∟ ḕדᴟю Ϛװ Ṇ и ᶔ ἤȴ

Å ὑῴװắ ứἨ Ḇ∟ПϚדвṼ ῶϟᶙכи Ȳ
ṳὑϡדвᶙכ ῶϫ ạ ╟ȷ Ṇ ȳṆ и

ḆἨẔ ӣṮ צ ᶮ ȲӼ֝ȴ

D
֢ ד Ḗ

E



 ῶϟ Ṇ Ṯ Ḗи ⁄

М

ἤ

Ӣ ׄԓṶԈ Ṇ ắ ȲҠ כ

ӑ П Ȳ П ȳ Ἠ‒

Ѡ Ӣ‍ Ἠḳ ἤП ȴ

Ӣ ׄԓṶԈ Ṇ ắ ȲҠ

ӑכ П Ȳ П ȳ Ἠ

‒ Ѡ Ӣ П ȴ

Ӣ ׄԓṶԈ Ṇ ắ ȲҠ כ

ӑ П Ȳ П ȳ Ἠ‒

Ѡ Ӣצ П ȴ

ᶙ ἤ

Ӣ ׄԓṶԈ Ṇ ắ ȲҠ כ

Ἠ Ḃ ṶȲ П ȳ Ἠ

‒ Ѡ Ӣ‍ Ἠḳ ἤП ȴ

Ӣ ׄԓṶԈ Ṇ ắ ȲҠ

כ Ἠ Ḃ ṶȲ П ȳ

Ἠ‒ Ѡ Ӣ П ȴ

Ӣ ׄԓṶԈ Ṇ ắ ȲҠ כ

Ἠ Ḃ ṶȲ П ȳ Ἠ

‒ Ѡ Ӣצ П ȴ

Ҡӣἤ

Ӣ ׄԓṶԈ Ṇ ắ ȲҠ כ

ȳ Ṇ П׀ậἨṿӣПМ Ȳ П

ȳ Ἠ‒ Ѡ Ӣ‍ Ἠḳ ἤ

П ȴ

Ӣ ׄԓṶԈ Ṇ ắ ȲҠ

כ ȳ Ṇ П׀ậἨṿӣПМ Ȳ

П ȳ Ἠ‒ Ѡ Ӣ П ȴ

Ӣ ׄԓṶԈ Ṇ ắ ȲҠ כ

ȳ Ṇ П׀ậἨṿӣПМ Ȳ П

ȳ Ἠ‒ Ѡ Ӣצ П ȴ

ᾎ√

ἤ

ֽӑ Ṇ Ἠ ᵂ цП ׄԓ

ד ᾎ҆ȲҠ ṿ Ṇ ắ ᴖ ׄԓ

ṶԈȲἨ ҃Ϣ֥ᾎ Ἠ ᴩ ПеӔ

ἤцӔ ἤȲṳṿ Ἤ Ϣ ֑Ṷ ԉȴ

ֽӑ Ṇ Ἠ ᵂ цП ׄ

ԓד ᾎ҆ȲҠ ṿ Ṇ ắ ᴖ

ׄԓṶԈȲἨ ҃Ϣ֥ᾎ Ἠ ᴩ

ПеӔἤцӔ ἤȲṳṿ ἨẔἬ Ϣ ắᴩ

╜ ȳ ᶹἨ ȴ

Ẕ҃ Ṇ Ἠ ᵂὑᾎ҆דצ П ᶮȴ

10Ṇ ПṮ ȲѿԉϚ ПṮ Ḗ П ῏ứП



ᴷ

Å ἤ(Confidentiality)

- ӑכ П

- ֽ ậȳ Л ♪ Ӗ

Åᶙ ἤ(Integrity)

- כ Ἠ Ḃ Ṷ

- ֽ ȳṆ Ϥ

ÅҠӣἤ(Availability)

- כ ȳ Ṇ П׀ậἨṿӣПМ

- ֽ  ὢה ḃ (DoS)ȳ

Åᾎ√ ἤ(Compliance)

- ӑ Ṇ Ἠ ᵂ цП ׄԓד ᾎ҆

- ֽӑ ᵂ Ṇ Ṯ ạ ╟
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 ῶϫ Ṇ Ṯ

ậ׀ ạ

Å

Å Њ
Å ậ׀

ṶԈѡ Ҡ ἤ

Å ṶԈ
Åѡ נּ в
Åѡ ׀
Åѡ ҷ П֫
Å ц
Åѡ П’

═

Å Ԍ
ÅṆ

ᵑ ᵑ

Åṿӣ῏П ᵑ ᵑ
Åṝи
Å ᵑ ’

Ṇ ὢ

ÅṆ ӢỄ Ḗ ◕
ÅṆ ӢỄ ◕
ÅṆ ӢỄ ◕
ÅṆ ӢỄ ◕
ÅṆ ӢỄ ◕
ÅṆ ӢỄ ỗҵ ◕
Å ᶧ
ÅṆ ѝԈ

Ṇ ’

Å П ἤ ᶙ ἤ
Å Пׄԓ׀

Ṇ ᶙ ἤ

Å ♂
Å Ṇ
Å ц ᶙ ἤ
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Ṇ Ṯ Ḗ

М

ȶ78̂ 80 Ṯ Ḗ

ȶ58̂ 61 Ṯ Ḗ

ȶ35̂ 44 Ṯ Ḗ
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 ῶϫ Ṇ Ṯ Ẃ

Єи

Њи

֣ϯד
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Ṇ и

ÅṼ ɦ ׄԓ ԉ и ᾎɧ ῶϟ Ṇ Ṯ Ḗи
⁄Ȳ Ṇ и ȴ



Ṇ

Å Ṇ
Åᴞᴩ

Åỗҵ

ÅҠѿ ứ

ÅẂֽ
ÅṆ ȳ Ɏ ɏȳӂүȳ ȳADȳ І ԈṆ Ɏʂɏ

ÅWindowsW Ṇ ȳṮ◖ ȳ Ϣ ȳ֙ῶ ɎXɏ



ɦ Ӏ ṎᶝʂʂṆ ɧ Ṇ ׄԓ ᴷῶ

Ȼʋе ṿӣ в ṿӣʋ ạṿӣʋ ⇔ ạṿӣ

ѝԈ ȸ ᾪ1.2װ

נּ ȸ ῶѡ ȸ115ד ѣ ѡ

ғ Ὑȸ

ἤȸʋᴩ╜ ʌ

Ṇ ׄԓ

1. ἤ 2.ᶙ ἤ 3.Ҡӣἤ 4.ᾎ√ ἤ



Ḕ 1ȸ ứ

ׄԓ ֪ Ὑ

1. ἤ
ῴᴷ ∂ Ṇ װ ᴷȲ╠צṆ ϱװ ᴷв

Ṇ Ḇѿ ׄ ἨṮ Ḗ Ȳ ױ

2.ᶙ ἤ
ῴᴷ

3.Ҡӣἤ
ῴᴷ

4.ᾎ√ ἤ
ῴᴷ

Ṇ ׄԓ ᴷῶ

֪ Ὑцׄԓ ᴕ ׄ
ԓ ԉ и ᾎ ῶϟ

ׄԓṮ Ḗи ⁄



Ṇ Ṯ Ḗи ⁄

Ô1. ἤ

М
Ɏ 1ɏ

1 Ϣ 1כ
Ɏ 2ɏ

2 Ϣ 2כ
Ɏ 3ɏ

3 Ϣ 3כ

Ṇ М’צ[ᴶ ]Ȳ
ֽӑ ᾼ Ȳ
Ἠ ҵ♪ȲҠ [Ӑ
ᴯȳ ȳṿӣ῏ȳᴔ ȳ
Ӣ]ᾼ[ ᵂȳ
Ἠ֤ ] Ѡ כ ᾼ

ȲἨЛ

Ṇ М’צ[ᴶ ]Ȳ
ֽӑ ᾼ Ȳ
Ἠ ҵ♪ȲҠ [Ӑ
ᴯȳ ȳṿӣ῏ȳ
ᴔ ȳ Ӣ]ᾼ[
ᵂȳ Ἠ֤ ] Ѡ
כ ᾼ

Ṇ М’צ[ᴶ ]Ȳ
ֽӑ ᾼ Ȳ
Ἠ ҵ♪ȲҠ [Ӑ
ᴯȳ ȳṿӣ῏ȳᴔ
ȳ Ӣ]ᾼ[ ᵂȳ
Ἠ֤ ] Ѡ כ

ḳ ἤᾼ



Ṇ Ṯ Ḗи ⁄

Ô1. ἤ( Ẃ)

Ṇ ᴶצ’ Ȳ ҵ♪ ᾼכ ᾼᴶ ắ Ȳֽ
֤ Ἠ

Ṇ М’צ Ӣ ᴔ ᾼ ȲҔᵶở֤ȳ ȳᴰᵿȲ
ᵀצ ҟ ᵑоȲֽӑ ᾼ ȲἨ ҵ♪Ȳ
Ҡ ᴔ Ӣᾼ֤ Ѡ כ ᾼ ȲἨЛ ȷ
ᵀ Ӑ ᴯἨ ᾼ֤ Ҡ Ӣ ᾼ



Ṇ Ṯ Ḗи ⁄

Ô2.ᶙ ἤ

М
Ɏ 1ɏ

1 Ϣ 1כ

Ɏ 2ɏ
2 Ϣ 2כ

Ɏ 3ɏ
3 Ϣ 3כ

Ṇ М’צ[ᴶ ]Ȳӑ
ᾼ ḂȲ

Ṇכ ȲҠ
[Ӑ ᴯȳ ȳṿӣ῏ȳ

ᴔ ȳ Ӣ]ᾼ[ ᵂȳ
Ἠ֤ ] Ѡ כ

ᾼ ȲἨЛ

Ṇ М’צ[ᴶ ]Ȳ
ӑ ᾼ
ḂȲ Ṇכ Ȳ
Ҡ [Ӑ ᴯȳ ȳ
ṿӣ῏ȳᴔ ȳ Ӣ]ᾼ
[ ᵂȳ Ἠ֤ ]

Ѡ כ ᾼ

Ṇ М’צ[ᴶ ]Ȳ
ӑ ᾼ ḂȲ
Ṇכ ȲҠ
[Ӑ ᴯȳ ȳṿӣ

῏ȳᴔ ȳ Ӣ]ᾼ[

ᵂȳ Ἠ֤ ] Ѡ
ḳכ ἤᾼ



Ṇ Ṯ Ḗи ⁄

Ô2.ᶙ ἤ( Ẃ)

Ṇ ẞ ḂȲ ᴶכ Ȳֽ М

Ṇ М’צ Ӣ ᴔ ᾼ ȲҔᵶở֤ȳ ȳᴰᵿȲ
ӑ ᾼ ḂȲ Ṇכ ȲҠ
Ӑ ᴯᾼ Ӣ и Ȳ њ ḆӔȲ ẞ כ
Ẕ҃Ṇ Ϥ Ȳ ȴ



Ṇ Ṯ Ḗи ⁄

Ô3.Ҡӣἤ
М

Ɏ 1ɏ Ɏ 2ɏ Ɏ 3ɏ

Ṇ М’צ[ᴶ ]Ȳ
צֽ ȳ Ṇ П
ậἨṿӣϱᾼМ׀ Ȳ
Ҡ [Ӑ ᴯȳ ȳ
ṿӣ῏ȳᴔ ȳ Ӣ]ᾼ
[ ᵂȳ Ἠ֤ ]

Ѡ כ ᾼ Ȳ
ἨЛ

Ṇ М’צ[ᴶ ]Ȳ
צֽ ȳ Ṇ П׀
ậἨṿӣϱᾼМ ȲҠ

[Ӑ ᴯȳ ȳṿӣ῏ȳ
ᴔ ȳ Ӣ]ᾼ[ ᵂȳ

Ἠ֤ ] Ѡ כ
ᾼ

Ṇ М’צ[ᴶ ]Ȳֽ
צ ȳ Ṇ П׀ậἨ
ṿӣϱᾼМ ȲҠ [Ӑ
ᴯȳ ȳṿӣ῏ȳᴔ ȳ
Ӣ]ᾼ[ ᵂȳ Ἠ

֤ ] Ѡ ḳכ ἤᾼ



Ṇ Ṯ Ḗи ⁄

Ô3.Ҡӣἤ( Ẃ)

Ṇ ӢМ ᴶכ Ἠ Ὠ

Ṇ М’צ Ӣ ᴔ ᾼ ȲҔᵶở֤ȳ ȳᴰᵿȲ
צֽ ȳ Ṇ П׀ậἨṿӣϱᾼМ ȲҠ Ӑ
ᴯѿцṿӣ῏ᾼ ᵂὙ Ӣ Ȳ ὑ



Ṇ Ṯ Ḗи ⁄

Ô4.ᾎ√ ἤ
М

Ɏ 1ɏ Ɏ 2ɏ Ɏ 3ɏ

Ẕ҃ Ṇ Ἠ
ᵂὑᾎ҆דצ
П ᶮȴ

ֽӑ Ṇ
Ἠ ᵂ цП ׄԓ

ד ᾎ҆ȲҠ ṿ Ṇ
ắ ᴖ ׄԓ
ṶԈȲἨ ҃Ϣ֥ᾎ
Ἠ ᴩ ПеӔ

ἤцӔ ἤȲṳṿ Ἠ
ẔἬ Ϣ ắᴩ╜ ȳ
ᶹἨ ȴ

ֽӑ Ṇ Ἠ
ᵂ цП ׄԓד ᾎ҆Ȳ
Ҡ ṿ Ṇ ắ ᴖ

ׄԓṶԈȲἨ ҃Ϣ֥
ᾎ Ἠ ᴩ ПеӔ
ἤцӔ ἤȲṳṿ Ἤ Ϣ

֑Ṷ ԉȴ



Ṇ Ṯ Ḗи ⁄

Ô4.ᾎ√ ἤ( Ẃ)

Ṇ Ṽ ᴶ ᾎ ȲֽӑṼ ᾎ Шכ Ὠ

ӐṆ П Ἠ ᵂֽӑṼ ׄԓ ԉ и ᾎП Ṇ
Ṯ ứ Ȳ Ҡ ṿ ͉͉Ṇ Ӣӑ ậ׀

ȸ Ṇ Ӣ ׄṶԈȴ

Мȸ вҵϢ ᴩ ПеӔἤцӔ ἤȲṳṿד Ϣ
ắᴩ╜ ȳ ᶹἨ ȴ



Ḕ 2ȸ ᵑ ἤ

ӭ ἤ ֪ Ὑ

ᵑ ἤ

ῴᴷ

Ḕ 3ȸ иέ

ӭ (Њ ) ֪ Ὑ

ӭ ֫ ȸ
Ṇ ⌠ Ӕ ᵂ ᾼӭ

RTO
ῴᴷ

ӭ ֫ ȸ
ᶴᾼ Є ҷ  ⇔

RPO
ῴᴷ

ЄҠ ᶴМ ȸ
ᾼ

MTPD
ῴᴷ

ᴩ╜ ȸϚ ᴩ╜ ד Ṇ ȲֽϢṶ
ȸӐ ᴯ ד Ṇ Ȳֽ Ṇ



иέ

ÅMTPD ╥ɦ ЄҠ ᶴМ ɧȲ╓ ᾼ ȴ

ÅRTO Ɫɦ ӭ ɧȲ╓Ṇ ⌠ Ӕ ᵂ ᾼ ȴ

ÅRPO Ɫɦ ӭ ɧȲ╓ ᶴᾼ ҷ ȴ

ÅϮ῏ ⁄ⱢȸRTO < MTPDȲѹ RPO ḟứ Ԍ ȴ



Ṇ Ṯ
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ậ׀ 1 ạ

ȶ∂Ӵ ạ
ȶ ≡
ȶ
ȶ ứ ▲
ȶṆ ᵂ ạ
ȶ ᴞ ҏ
ȶṆ ṿӣ ứ
ȶṆ

Њ

ȶ Њ ⁄

ậ׀

ȶ ậ׀

ȶ ▲ ᵂ

ȶ

ȶ Ғ

ȶẃ ạ

31



ʟ∂Ӵ ạ

Å∂Ӵ ạȲҔᵶ ПӨ ȳ∂Ӵȳ Ḃȳ ӣȳ ӣ
цᵔ П ᶧɎ М ɏ

- Ṇ ֽ ӣ ȳᵂה Ṇ ц ȲЛҠӦṆ
῏ԉ Ȳ ֥ɦKH- EB- B- ậ׀008 ạ ᶧ ɧȲ
ṳ Ϣ ∟ỞҠ ᴩᵂ ȴ
üֽ ӐӨ ☼ ɎֽȸṆ ˍ Ө ɏȲἨᵓӣ
Ṇ ϱӨ ☼ ẃᶙכȴ

- ȸừᶙ ạ

32



ʟ ≡

ÅБ П Ἠ ≡ ᵔ Ἠ ӣɎ М ɏ
- Ἠ ≡ Ҡ Ɫ ἤ Ḗᴖ ӴȲ Б ṿӣ Ḗ
⁄ ѦṿӣȲѿ ю љ ӣ

- Ҡ ứ ѿϢЏ ▲Ȳ Ṇ ᴞ ᵔ ˍ ӣ

- ȸ

ü Ἠ ≡ Пứ ᵂⱢ

33



34

ʟ

Å Ṇ ӣ( М )
- …╓ϵӑ Ϥᾼ

- ṓ ֽ֪ӑ Б ȳ Ɏ ɏ Ϣ П

- ϱҠ Л֝П Ṇ ₤ứ Л֝

- ȸ

ü Пứ Ɏֽ30щӑ Ϥ ɏ

ü ᵂⱢɎֽứẔϢЏ ▲ȳἨᵓӣṆ ᴞ ӣ ɏ



ʟ ứ

Åứ Ṇ ПӨ ȳ∂Ӵȳ Ḃȳ ӣȳ ӣцᵔ
Ɏ М ɏ

- ứ ϢЏ נּ ȲҔᵶ ӣ ȳᵂה Ṇ ц Ṇ
ד аԈПṿӣ῏ Ȳѿ ӑ ᾼ ḆᴩⱢ

- ȸᶙ Ȳֽ נּ▲

35



ʟṆ ᵂ ạ

Å ứ֢Ṇ П ἨҠṿӣ Ṇ П ᾓц
ԈɎМ ɏ

- Ṇ ᴕ Ṇ ṿӣ Ḗц ׄ Ȳ ứד ṿӣ Ԉȸ
ᵂ ȳ ₤ ғ ạȳ ᵂ ◕ ạȳẃ ᴯᵿ
ц׀ậ ȵẂֽȸ

ü ứȸṆ ᵂ 15и

ü ӣ ц ◕ȸв Ṇ в ṿӣ῏ᵓӣAD ϤȲṳ ạ
ẃ IPᴯᵿȸ 10.0.2.1~ 10.0.2.250 ȴ

ü׀ậ ȸ Ṇ ∟ ῏ ѿӐ (127.0.0.1) ậ׀

- ȸừ Ἤứ ПṆ ṿӣ Ԉ ạ

36



ʟ ᴞ ҏ

Å Ἤ ҠП ἨҠṿӣ ȲṆ ᴞ ṿӣ
῏ ҏɎМ ɏ

- Ṇ ứᴞ ṿӣ῏ ҏПғ

üѿASP.NET үⱢẂ

É ứ Ɫ20и

ÉϷҠ ה ứ

- ἨṼ Ṇ ṿӣ Ḗ ứ ṿӣ ạ

üֽ ạ б ϱ ϤȲἨḕװ Ϥᾼ ᵂ ϱ

- ȸừ Ṇ Б ᵂᴞ ҏғ

üֽ ứ Ἠ ה

ü Ẃ ֮

37



ʟṆ ṿӣ ứ

Å Ṽ ứП ᾓц ԈȲṿӣ Ṇ Ɏ ɏ
- ȸ ḥצԉᴶ ṿӣПᴩⱢ

- Ẃȸ Ṇ ∟ ῏ ᵓӣӐ ᴯᵿ(127.0.0.1) ậ׀

ü ᴟ Ṇ ∟ Ȳ╥ᵡצ Ѧ׀ậ

38



ʟṆ

Å Ṇ Ȳֽ ṿӣ ֫ ῏Ɏ ɏ
- ṿӣᾛ╓צ ѡ ᴩⱢ ПᴩⱢȲẂֽȸה

ü֯ Ϥ Ṇ

üӑṼẔ ḖЄ ậ׀ ἤ

ü љ ȳ ậ׀ ᴩⱢ

- Ṇ ȲֽᵓӣWAF ׄṮ ȳSOC ὢ ȲἨ ᵂ
Ṇ ạ

- ֽ ȳ ậ׀ ṿӣᴩⱢȲ֣ ῏ᵫ ῀Ȳ ֽ
ӱ ӱ ȳ ‒ԈἨ

- ȸ Бẓ ֫ ạ

39



Њ ʟ Њ ⁄

Å Њ ⁄Ȳ б ṿӣ῏ɎἨ҅ῶṿӣ῏ᴩⱢП ᶧɏṼ
ԉ ц ғ Ȳᶙכ╓♆ԉ Ἤ П ậɎ׀ М ɏ

- ḟ ӣ Њ ⁄Ȳ ’ṿӣ῏Ἠ ᶧ ᴩᾼ Л ὑ
ᶙכ ғ ПἬ

- ϱ ᵑ ȳв ṿӣ῏ȳ‍в ṿӣ῏ Ȳ ạ׀ậ
вПṆ Ɏֽ ȳ ȳғ ɏ

- Ҡ ứ ▲Ȳ ṿӣ῏ Ẕ ╥ᵡ ṜẔ Ἤ
П Њ

- ȸừ ɎҔᵶᵀЛ ὑɏ
ü П Ὅ
üṿӣ῏Ἠ ᶧ ᴩП׀ậ
ü Ṇ ԉᴶ ṿӣ ד ứ

40



ậʟ׀ ậ׀

Å ὑḕϚ б П ậ׀ ₤Ȳᶁ Ԓậ Ȳ∂Ӵṿӣ
ạȳ Ḗȳ ḖцѝԈоɎ М ɏ

- ậ╥ṿӣ῏ɎἨ׀ ᶧɏ ҵ ậ׀ Ṇ ᾼᴩⱢ

üֽ Internet ᴟ ҵὢ үȲἨѿVPN ᴟṆ
∟

- ▲∟Ở ậṆ׀ ȲẂֽȸ

ü ү е ҵȲṿӣ῏ ᶙכ Ϥṳậ ∟И ᵂṆ

- ∂Ӵṿӣ ạȳ Ḗȳ Ḗѿ ᴩ ᾼׄԓ Ȳ
ṷ ѝԈо⁄צᵗὑṿӣ῏ ѿц ẁ

- ȸừ Ṇ ạПצ ἤ

41



ậʟ׀ ▲ ᵂ

Åṿӣ῏П ▲ᵂ ὑᴻὢ ᶙכɎ М ɏ
- ὑᴻὢ Ẃȸ
ü ӣ ᴻὢ ṿӣ῏

- ▲ ṓ Ɫ

ü Ṽ ṿӣ῏ ᾼ ɎֽJavaScriptȳMobileAPPה ɏἨ╥
Cookie ứ Ɏֽrole="admin" ɏȲ ὔ Ḃ ᴖ
▲ ạἨ ᴩ ḃ

üӑ ▲ṿӣ῏ Ȳ Ṽ ϤЀ и׀ậ Ȳ ὔ
Ἠ ғ

- ȸừ Ṇ ᵂѠהἨ Ẃ
42



ậʟ׀

Å ậ׀ в ◕Ἠ Ṇ ∟ П Ɏ М ɏ
- ѿVPN ᶾ ậ׀ в ◕Ἠ Ṇ ∟ Ꞌ ὑ
ᴩⱢȲ╝ ᴩ ѿц Ἠ ḃ

- ֽ ׄԓ ɎֽWAFцIPS/IDS ɏἨṿӣSOC ὢ

- ȸ Ṇ ∟ ạȲ Ϥ

43



ậʟҒ׀ ạ

Å ӣҒ ạɎ М ɏ
- ậ׀ Ṇ Ȳ ѿҒ ạ’ П ἤȴ

- ṓᵂᾎֽ ӣHTTPSҒ Ȳṳ ⇔ПẦứᾪӐц ᾎȴ

- ϱ Ҡ ֪Ự е ṿӣ ḖȲᴖб ֝ЧἨṆ Ϣ
ậв׀ ◕Пὢ Ἠ Ṇ ∟ Ȳױ ∂ӴVPNׄԓ Ȳ
ṳҠ ạ ẃ ѿ ᵅ׀ậ

- ȸ ứП Ṇ ד цṆ ứȲѿ
Ṇ ἬṿӣП ậ׀ Ғ ạȴ

44



ậʟẃ׀ ạ

Å ậПẃ׀ Ɫ Б Ԓứ ц П׀ậ ạ Ɏ М
ɏ

- Ɫ ᵍԓ ἤ Ὅ׀ậȲṆ Ҡ ạ ậẃ׀ ѿ ᵅḃ Ȳֽ
ѿӪ֤ ứẃ ᴯᵿἨ ◕

- ẂֽȲ ҵ ᴯ ậв׀ Ṇ Ȳ Ὅ ứПẃ IP׀ậ

- ȸ
ד ậ׀ ạ ứȲֽṆ ứ ἨṮѭ ⁄
ẂҠ ӑ ֥ П ᴩⱢȲֽṿӣԉ Ἠӑ ҠПẃ

IP׀ậṆ ȲṆ ἴ ậ׀
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Ṷ

Ԉ
Åѡ ׀
ÅṶԈ
Å ῏ᴩ
Ɫ
Åѡ ▲

ѡ נּ

в

Åв

ה

ѡ

׀

Å

ѡ

ҷ

П֫

Å֫ ᴩ

Åv

ц

Å

Å

ѡ
П’

Å׀ậ
ạ
Åᶙ ἤ
Å Ԍ

2:ṶԈѡ Ҡ ἤ
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ṶԈʟѡ ׀

Å ứѡ П ц ╜׀ Ȳṳ’ ѡ ᴟю6 ѣ
Ɏ М ɏ

- ׀ Ṇ ѡ (Logs)Ȳֽᵂ Ṇ ѡ (OS event log)ȳ ѡ
(Web log)ȳ ӣ ѡה (AP log)ц Ϥѡ (logon log) Ȳѿ ֥ ה
ȳᴩⱢ ȳ ậ цᾎ√ ӣ ȴ

- ѡ ᴟю’ 6 ѣ

- ȸ

üᶙ Ṇ ѡ Ȳֽᵂ Ṇ ѡ (OS event log)ȳ ѡ (Web 

log)ȳ ӣ ѡה (AP log)ц Ϥѡ (logon log)

ü Ҡ 6 ѣвПѡ

47



ṶԈʟṶԈ

Å ’ Ṇ צ ứṶԈПғ Ȳṳḟứ П ứ
Ṇ ṶԈɎ М ɏ

- Ṇ ẓ Log ạȲֽ ṝи ҷ ȳ׀ậ ҷ ᴩ
ⱢἨ ȳғ ц ῏ᴩⱢ

- ᵀЬ ᵍ ж׀ Ṇכ ϯ Ἠ Ὲ׀

- ȸ

ü Ṇ Б ӣѡ ғ ȲҠצ ҏѡ

ü ѡ в ȲҔᵶ П Ṇ ṶԈ

üἨ ẂȲֽ ứṶԈПᴩⱢȲֽ љ Ϥҷ Ȳ
ѡ

48



ṶԈʟ ῏ᴩⱢ

Å Ṇ ῏ Ἤ ᴩП֢ ғ Ɏ М ɏ
- Ṇ ῏ᴩⱢȲצᵗὑ ▲ ׄṶԈἨ ᴩⱢ

- ȸ

ü ῏ ᴩᾼ Єғ ד ѡ в

ÉҔᵶᵀЛ ὑȸ ȳṆ ғ ứ Ḇȳ ἤ ậ׀

üἨ ẂȲֽѿ ῏ Ϛ Ȳ ╥ᵡ Ӣ
Пѡ

49



ṶԈʟѡ ▲

Å ứ ▲ Ἤ’ Ṇ ӢПѡ ɎМ ɏ
- ứ Ɏֽḕủɏ ▲ѡ Ȳ ѡ в ѿ ╥ᵡ֯ в
Ӣ ᾼ ׄṶԈȲֽ ᾼ׀ậᴩⱢȳ ЄᾼṆ Ȳ ṳ
ᵫ П ӻС╓ứПϢ

- ҠѿϢЏứ Ἠ ѡ иέ Џẓ ᵗ

- ȸ ứ ▲ѡ Пד נּ

50



ѡ נּ в ʟв (1/2)ה

Å Ṇ ӢПѡ ҔᵶṶԈ ₤ȳ Ӣ ȳ Ӣᴯ цԉ
ᴶ ṶԈד Пṿӣ῏ṝи ᵑ Ȳ ӣ Ϛѡ ạȵ
’ ҏ ПϚה ἤȲṳ Ṽ ׄԓ╜ цᾎ Ḗ ϤẔ҃
ד Ɏ М ɏ

- ѡ в Ɫ ’ ׄṶԈБ҉и ȲừҒϤɦϢṶ ֮ᾬɧ

- Ɫ оѡ Ҡ ἤȲ֝Ϛ ѡ Ṇ ɎẂֽ ӣ ɏה ṿӣ Ϛ
ѡ ạɎЛ ֝ ӣ2 Logger)Ȳ ҏLog ה ẓϚ ἤ

üֽ Java ӣ Лה ֝ ṿӣlog4J Java util logger

- ѡ в Ṽᾎ√ȳ╜ Ἠ ḖȲ ϤԉᴶӇ Ȳֽ
ȳѡ ȳṆ Ю

- ȸ ѡ в ȵṳה Ṇ ἬṿӣᾼLogger

51



ѡ נּ в ʟв (2/2)ה

52

Ẃ2ȸ ὑ׀

в ắה

Ẃ1ȸlog ὑ׀

Хȳ ∂ ׀ Ϣ ṿӣ Ɏֽ Ϥ ȳṆ ғ ȳ ȳṆ
֤ ȳ▲ ╓҆Ἠ ὨɏἨ ạȲѿᵓ Ϣ ҵ♪ ѿ Ϣ
ṿӣᾭᾓȲҔ╗ ȳ ȳԝῶ



ѡ ׀ ʟ

ÅṼ ѡ ׀ ḖȲ Ἤ П ׀ Ɏ М ɏ
- ц ᴷѡ П Ὲ׀ ṿӣ цכ  ⇔Ȳ Ṝ Ἠ

Ὲ Ȳ ю֪ ЛṜἬ ᾼכ ֯ ҷἨ ᵅѡ ϩП
Ӣ Ȳ Ẃȸ

üѡ ὑ׀ Ȳ׀Ὅὑ Ȳ Ҡӣ׀ Ɫ60GB Ȳ ᴷ ֥’
6׀ ѣП Ḗ

üѡ ὑ׀ Ȳứ Ԍᴟ Ȳṳ ứ Ὲ ṿӣ ӱȲ
ᵍ ׀ ЛṜ ᾓ Ӣ

- ȸ ѡ

53



ѡ ҷ П֫ ʟ֫ ᴩ

Å Ṇ ὑѡ ҷ Ȳ ậ Пᴩ Ɏ М ɏ
- ҷ ֪ȲẂֽ Ὲ ЛṜȳ М ȳṆ ғ כ
ᾎӔ ӢἨ ѡ׀

- Ɫ ᵍ֚ Ṇ Ҡӣἤ ᴷד П ╟ȲẂֽɎᵀЛ ὑɏȸ

üὑṆ ӱ ӱ

ü ᾼѡ Ɏ Ь ’ ֥ѡ ’ 6 ѣѿϱП ứɏ

üѿ‒Ԉȳ ἨẔ҃Ѡה ӱ ứᾼϢ ἨṔᴥ

- ȸᴕ ѡ ҷ ᾭᾓцד ᵂⱢ

54



ѡ ҷ П֫ ʟᵛ

Å ứ ᵛ Пѡ ҷ ṶԈ Ӣ Ȳ Ṇ
ὑ ứП вȲ ứϢ ҏ ᵫɎ ɏ

- ứ ᵛ П ứѡ ҷ ṶԈȳᵛ ȳ
ứ ῀ ц ῀Ѡה

- ᵂѠֽה ѡ ᴻὢ ֪ ᾎ ᴖ ᾎ ϤLog Ȳ Ṇ ᴞ
῀‒ԈἨ Ṇ ῏

- ȸ

ü ᵛ Пѡ ҷ ṶԈ

ü ᵫѠהц

55



ц ʟ

Å Ṇ ṿӣṆ в Ӣѡ Ἤ ṳҠѿ ẞѷ
ꜜẦ (UTC)Ἠ Ὥ№ᾙ (GMT)Ɏ М ɏ

- LOG ה ȲѿᵓהUTCἨGMTכ ᴩLOGиέȲֽ ứү
ⱢUTC+8ἨGMT+8

- ȸ ӢѠהѿц Ӕ ἤ

56



ц ʟ

ÅṆ в ứ ᴩ֝ḔɎ М ɏ

- Ṇ ứ ᶙכ ֝Ḕᵂ Ȳ ’LOGвṿӣ Ȳצᵗὑ∂Ӵ
ׄṶԈ ȲҒ ׄṶԈ ᵂ

- ȸ ᴻὢ ứ Пצ ἤ

57
֝Ḕכғ

ԉ ϱҠ ֪Ṯѭ   Ἠ╥ ᾼ
ᴻὢ ᴯᵿᴖ֝Ḕҷ



ѡ П’ ʟ׀ậ ạ

Å ѡ П׀ậ Ȳ ὑצ Пṿӣ῏Ɏ М ɏ
- Ṇ ѡ ЛҠ᾿ ᵧ ὑе ẁԉ ṿӣ῏

- Б П Ϣ ɎֽṆ Ἠ ῏ ɏ׀ậѡ Ɏֽѡ
ȳ Ἠѡ ᴻὢ ɏ

üѡ ԌӼ Ϥ׀ậ ạ’

- ȸ ѡ ậ׀

58



ѡ П’ ʟᶙ ἤ

Å ӣ ἨẔ҃ ѠהПᶙ ἤ ’ ạɎМ ɏ
- ԉᴶҠצ ṮѦἨ ѡ в Ḃᾼ ạȲҔᵶᵀЛ ὑȸ

ü Ϛ ѡ Ϥ ϚẆ Log׀

ü ѡ׀

üҒ ѡ

üṿӣӭ ᵛ Џẓ

üṿӣѡ иέ ЏẓП’ ᶾ

Å ȸ ᵂѡ ᶙ ἤȲ ’ ạПצ ἤ

59



ѡ П’ ʟ Ԍ

Åứ Ԍѡ ᴟ Ṇ ҵПẔ҃ Ṇ Ɏ ɏ
- ứ ᴩѡ ԌȵṳѹЛҠ׀Ὅ֯֝Ϛ Ṇ вȲѿ ᵍ֪ ѻ

ᴖ כ Ở Ԍ ϚẆӶҷ

- ṓѠֽה∂ ѡ ᴻὢ ἨNAS ȲἨ╥ᵓӣ ׀
Ὅ׀ Ԍ

- ȸ ѡ Ԍ ᴩ ᶮ

60



̞ȸ ═

Ṇ Ԍ
ȶ ӭ
ȶṆ Ԍ
ȶ Ԍ
ȶ
ȶ ֮ Ԍ

Ṇ
ȶ ӭ
ȶ

61



Ṷ Ḗ

ÅɎ ɏ ═ ᵂ

62

ׄԓ
ԉ

ἤ в

A
Åе
Å ứ‍е

ԓ ї Ṇ ḕד Ϛװ

B Åе
Å ứ‍е

ԓ ї Ṇ ḕϡד Ϛװ
C

D
֢ Ḗ

E



Ṇ Ԍʟ ӭ (RPO)

Å ứṆ Ҡ ᶴ ҷП ḖɎ М ɏ
- ứ ӭ (Recovery Point Objective, RPO)

ü Ӣ ҷ ȵҠṿӣ Ὼᾼ Ԍ ᴩ

ü Ԍ ṜṆ Ҡ ᶴ ҷ П Ḗ

üẂֽ RPO ứⱢ1Њ ȵ⁄ᴟюḕЊ Ԍ Ϛװ

- ȸ RPOứ ᴩ ᶮ

63



Ԍʟ Ԍ

Å ᴩ ԌɎ М ɏ
- ԌṆ ɎֽṆ ȳ ứ ɏȲЛừԓ
ӻӦ Ȳ׀’ ᵍỗҵ ἨḆ ∟ ᾎ Ṇ П ᶮ

ü Ԍᵂ ֽ ӻҀȳв Ḇ ȲἨứ Ԍ

- ϱֽ∂ ∂ М׀ὍȲἨṿӣᾪӐ ạṆ ɎֽGitȳSVN
ɏἨᵓӣ ѻ Ԍ ԌѠה

- ȸ Ԍ ᴩ ᶮ

64

∂



Ԍʟ Ԍ

Å ứ Ԍ Ȳѿ Ԍ ПҠ ἤц Пᶙ ἤ
ɎМ ɏ

- Ԍ ӼҠ Ȳ╝ ứ Ԍ צ ἤ

- ȸ Ԍ ὨȲ ֥ ứȲ в
Ҕᵶ▲ Ԍ ᾼӔ ҠӣȲֽ ᴩ Ԍ֫

65



Ԍʟ

Å Ԍ ȲᵂⱢ ═ Пð иɎ ɏ

- ═ (BCP) ứ Ȳ֯ḳ М ṿӣ Ԍ
Ԍ ạҠӣἤцᶙ ἤ

- ȸ BCP ᴩּנ

66



Ԍʟ ֮ Ԍ

Å ∂Ӵ ֮ Ԍ ạɎ ɏ
- ṿӣ ᾼ ц ’ Ԍ ׀ Ȳ Ԍ Ở
и Ὅ׀

- ֽṿӣDVDԏ Ṇ׀ ԌȲṳ ὑṮѭ Мᶔ ’

- ȸ Ԍ ᴩ ᶮ

67



Ṇ ʟ ӭ (RTO)

Å ứ Ṇ М ∟ᴟ ⌠ ὢ ПҠ ᶴ ḖɎМ ɏ
- ứ Ṇ М ∟ᴟ ⌠ ὢ ПҠ ᶴ ḖȲӼҠ Ɫ

ӭ (Recovery Time Objective, RTO) 

- ȸ RTOứ ᴩ ᶮ

68

RTO

[ὢ М ]

Ӣḳ

Ṇ Ҡ ᶴֵϵ
ᾼὢ ȹ



Ṇ ʟ

Å ứ ὢ М ȲὑҠ ᶴ вȲӦ ἨẔ҃
֮Ѡהậ҅ṳ ẁὢ ɎМ ɏ

- ᾼ ạѿ ᵍ ҷ ȵ ḳ Ӣ ὑἬ ứ
П ᶴ в ὢ ֫ Ӕ ᵂ

- ӼҠ ӣẔ҃Ҡ ’ὢ ᵂПѠ Ȳֽ ȳ о ᶾ

- ȸ ᵂѠהṳ ᴷ╥ᵡҠ ֥RTO Ḗ

69
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Å ᵂⱢ ═ ПϚ иɎ ɏ

- Ϥ ═ ȴ

- ═ (BCP) ứ Ȳ֯ М ṿӣ Ṇ
ạҠӣἤцᶙ ἤ

- ȸ BCP ᴩּנ

Ṇ ʟ

70



4: ᵑ ᵑ

ṿӣ῏П ᵑ ᵑ

Åṝи

Åֵ ᶾ

ṝи

Å Ḇ
Å ѦὙѝ
Å љ ứ
Å ⇔
Å

Å‍в ṿӣ῏ṝи
ÅṮᴞ о ה
Å

ᵑ ֫

Å

Å ԓׄ׀

71



Ш ╥ ᵑ ᵑȹ

ᵑ
(Identification)

ᵑṿӣ῏╥
ֽ

ᵑ
(Authentication)

ṿӣ῏╥ẔΩ
ѻ
ֽ

72



ṿӣ῏П ᵑ ᵑʟṝи

Å Ṇ ẓ Ϛ ᵑц ᵑṿӣ῏Пғ Ȳ ѦṿӣԚӣ
Ɏ М ɏ

- ᵂṝи ạȲֽ ȳ

- ᵍԚӣ Ȳֽ ṿӣ῏∂Ӵ Ϣ ɎᵶṆ ῏ Ϛ ṿӣ
῏ɏȲѿ иׄԓ ԉṳ оҠ ἤ

- ȸ

ü Ṇ Бẓ ṝи ạ

ü Ԛӣ ṿӣᴩⱢ

73
ҏṶ᷄ ȹ

Ԛӣ

ѿ Ϣ Ϥ



ṝи ʟ Ḇ

Åṿӣ ϤṆ Ȳ ὑ Ϥ∟ ḖӴᵛ ḆɎ М ɏ
- ṿӣ ɎֽӦṆ ӢἨϢЏ ɏȲ װ ϤṆ Ḗ
ṿӣ῏ Ḇ

- Ḇừẓ ạἤȲ ᵍ Ḗ☼ὑᶮה

- ȸ

ü Ṇ ╥ᵡṿӣ

ü ѿ Ϥ∟Ȳ╥ᵡҏ Ḇ ӱ

75



ṝи ʟ ѦὙѝ

Åṝи ד ЛѿὙѝ Ɏ М ɏ
- ṝи ד Ȳֽ Ȳ Ғ Ἠ ’

- ֽ∂ӴБҒ Пׄԓ ɎֽHTTPSȳSSH ɏȲἨ╥ѿ ӣ Ғה
Ἠ Ѡה’

- ȸ

üἼ▲╥ᵡṿӣHTTPȳTelnetȳFTP ӑҒ Ầứ

ü ẂȲֽѿ ⅔Ҕиέ ɎֽWireshark ɏ ṳ
⅔Ҕв ╥ᵡ֯׀Ὑѝ

76



ṝи ʟ љ ứ

Åẓ љ ứ ạȲ Ϥ ᴩṝи ҷ Ȳᴟю∟װ5
15и вЛб ϤἨṿӣ ᴞ∂Пҷ
ạɎ М ɏ

- ᵂ љ ứѿ ᵍ ḃ

- Ṇ ṿӣ Ḗȵᴞ∂Пҷ ạȵֽ ứЛ֝П ứ
Ԉ ȵἨ╥Ẕ҃ṝи о ạ

- ȸ Ṇ ứ ạ

ü ứ ạ Ԉѿц ứ ╥ᵡЬ Ϥ

77



ṝи ʟ ⇔

Åṿӣ ᴩ Ȳ ạ ᵅ ⇔ȷ ạ ц
 П ạɎ М ɏ

- Ҡᴞᴩứ ⇔ȳ   ứ

üѿWindows GCBⱢẂȲ ∂ 1щȲ  90щ

- ⇔Ҡ ᵅ

-   ӭᾼ֯ṮѦṿӣ ד

- ӭᾼ֯ṮѦṿӣ῏ Ḇ ѿ ạ

- ȸ

ü Ṇ ѿ ᵂ ᵅ ⇔ȳ ц  

ü ֽ ứἨ Ẃ

78



ṝи ʟ

Å Ḇ ȲᴟюЛҠѿ ṿӣװ3‹ П Ɏ֝ד М ɏ
- Ṇ Ɏ‍ Ὑѝᶮהɏᴟю3҅

- ȸ ẂȲֽ Ḇ Ȳװ3 ứ ᵡ
Ɫ Ԓ›3װ

79



ṝи ʟṮ ᴞ о ה

Åṝи ạ Ṯ ᴞ о Пה ϤἨ Ḇ ɎМ ɏ
- ᵍ Ȳֽ ᵂCaptchaἨ ứ ạ

- ȸ

ü Ṇ Ṯ ᵂѠה

ü Ẃ Ṯ ạצ ἤȲֽ ϤӔ ȳ Ἠ╥Ὲ
Ӫᾼ Ȳ ᵡ

81

Captcha



ṝи ʟ

Å ạ ṿӣ῏ ṝи ∟Ȳ Ϛװἤцẓצ
ἤ ɎМ ɏ

- (Token)ȲẂֽ ἨEmail

üϚװἤȸЛ ṿӣ֝Ϛ Token

ü ἤȸ ạצ Ȳֽ 60и

- ȸ

ü Ṇ ╥ᵡб ṿӣ῏ᴞᴩ

üҠ ẂȲֽ ╥ᵡכғ Ȳṳ ṿӣ ȳῈ
Ӫȳ Ἠ ṿӣᾼ ╥ᵡЬ

82



ᵑ ֫ ʟ

Å Ṇ ᵑ МП Ɏ М ɏ

Å Ṇ ᵍ֯ṿӣ῏ Ϥ Ϣ

Å Ϥ ᴯЛҠ ӱὙѝȲ ϱ ѿ* ӱ

ÅЛҠṿӣHTTP GET

Å ȸ Ϥ ᴯ ᵿԝ

83

https://example.com/login.phph?user

name=Tom&password=iLoveU



Ғ ᵑʟ ԓׄ׀

Å Ṇ ֽѿ ᴩ ᵑ Ȳ Ғ Ἠ ∟
ɎМ׀ ɏ

- ẓ ֣ ἤȲ ᾎ ֫ Ở Ɏ ֣ɏ

- ЛҠ ׀ ὙѝֿᴭȲѿ ᵍ Ἠ ⅎϤ– ậ

- ȸ М ᴯ

84

ᾎ

34819d7beea

bb9260a5c85

4bc85b3e44

Ὑѝ
Mypassword



5ȸṆ ὢ

Ḗ ◕
Å ׄ
ԓ Ḗ

◕
Å№
ᵑ
ᴷ

Åׄ ԓ
Ḗ Ӕ

◕
Åׄ ԓ Ḗ
ᵂ

Å ᵍ ṓ
♂

Å

Å

Å
῀ ạ

◕
Å

Å

◕
ÅṆ Ḇ

Å ӣ

ÅᾪӐ
ạ
Ḇ

ỗҵ ◕
Åỗҵׄ
ԓ Ḗ

ᶧ
ÅW

Ṇ ѝԈ
ÅѝԈ
׀

85

Ṇ Ӣ Ễ



ẕ₤Ṇ ӢỄ (SDLC)

Å ғ ᶙ Ȳѿц ֽ ᶙכ

Å ׄ Ԋ ׄ Ἠׄԓ Ѡה
- ч

- М∟

- ∟ Ӑכ

86

◕Ḗ ◕ ◕ ◕

Å ȳ ȳ
RFPȳ Ẃ

Åғ ȳ☼ ȳ
ȳ
ȼ

Å оиέ

ÅᾬԈ ֣и
έ

Åғ ᵂ
Å ה

Å ∂
ứ

Å Ṏ
Å ᵂ
ᶧ

Å Ḇ☼

◕

Å ғ ȳ
Ю Ɏ
ᵂɏȳ ȳ
Ҡ ⇔

Å аȳ ֥ȳ
Ṇ



ׄԓṆ ӢỄ (SSDLC)

ÅSecureSystem Development Life Cycle (SSDLC)

- ֯ Ởᾼ֢ ◕цנҒϤׄԓ≈ ȲѿӉ ẓ ׄԓ
ᾼ Ṇ
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Ḗ
Å ậṳ ׄ
ԓ Ḗ

Å№ ∂ (Threat 
Modeling)

Å ạ ╟

Å ᵍ ṓ

Å Ɏ иέɏ

Å ἨPTɎ иέɏ

Å о

ÅаԈḆ



Ḗ ◕ʟ ׄԓ Ḗ

Å Ṇ ׄԓ ḖɎᵶ ἤȳҠӣἤȳᶙ ἤɏ ᴩ Ɏ
М ɏ

Å ׄԓ ḖѠהȲֽᴞᴩ Ṇ ׄԓ Ḗ ῶ ᴩ Ḗ Ȳ
Ἠ ᴕ ׄԓׁשṅ ɦ Ṇ ỗҵ RFP ׄ Ḗ Ӑ(V3.0)- 
Ԉ1 Ṇ ׄ Ḗ ӭ▲ ῶɧ

Å ȸ ứц ׄԓ Ḗ ạ
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◕ʟ№ ᵑ ᴷ

Å Ṇ ғ ḖȲ ᵑҠ Ṇ П№ Ȳ ᴩ иέ
ц ᴷɎМ ɏ

Åֽ ṿӣ ӣ ₤иέἨ№ ∂ (Threat Modeling) Ṝѿצ ᵑ ׄ№
ПѠהȲṳ ϚḔиέ֢ № П

Å ȸ ᵑṆ № Ѡהṳ ᴷד

89

ʦɎҠ ἤʞҠᵓӣἤʞҠ ἤɏ͒ɎҠ ʞ Ϣ ɏ

№ ӢᾼҠ ἤ № Ӣᾼ֚

Ϥ

כ▲ Ϣ

ᴩӻὔᴩⱢ

ҏ
Ϥӣљ

ӣᴩⱢ

֤ӣљ



◕ʟׄԓ Ḗ Ӕ

Å ᴷ Ὠ֫ Ḗ ◕П ӭȲṳ ҏׄԓ Ḗ Ӕ
ɎМ ɏ

- П№ Ἠ иέ Ὠ ׄԓ Ḗ

- ȸ Ӕׄԓ Ḗ ạ
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№ ӭ ạ ╟

ӑ ẃ ᴩ 30 ӣ Ϥ ạẃ IP

ӑ ᴩҒ ’ 24 ᴩSSL/TLSҒ

ἴ ậ׀ 18 ṿӣи Ṇה ▐

ӑ ᴩᶙ ἤ 16 ᴩ

ṿӣ Ṇ 15 Ḃ Ϛ ṿӣ῏ ᴩ



◕ʟׄԓ Ḗ ᵂ

Å ׄԓ Ḗ ᵂӇ ạ ╟Ɏ М ɏ
- Ṇ ứׄԓ Ḗ ӭȲҔᵶ ἤȳᶙ ἤцҠӣἤ ד
ḖȲṳ ᵂ

- ȸ Ṇ ׄԓ Ḗ ᵂ

üᴟю ֥ Ṇ Ṯ ׄԓ ạ ╟
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◕ʟ ᵍ ṓ ♂

Å ᾃ ᵍ ṓ ♂ц ᵂӇ ạ ╟Ɏ М ɏ
- ᵍOWASPTop10 ц CWE Top 25 ṓ ♂

- ȸ ד цׄԓ оᵂⱢ

üҔᵶɎᵀЛ ὑɏ ϤSSDLCׄ ԓ ☼ Ȳ о Ṏ
ׄԓ ה ȳ ᴩ ▲ ׄԓἤ
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ÅOWASP Top 10:2025

װ Мѝ ѝ

A01:2025 ạҷ Broken Access Control

A02:2025 ׄԓ ứ Security Misconfiguration

A03:2025 ẁ ҷ Software Supply Chain Failures

A04:2025 Ғ ҷ Cryptographic Failures

A05:2026 ᾃϤהḃ Injection

A06:2025 Лׄԓ Insecure Design

A07:2025 ṝи ҷ Authentication Failures

A08:2025 ᶙ ἤҷ Software or Data Integrity Failures

A09:2025 נּׄ ц ҷ Security Logging and Alerting Failures

A10:2025 ᾭᾓ Л Mishandling of Exceptional Conditions



◕ʟ

Å Ӣ Ȳṿӣ῏ ӱ ц҅ ȲЛҔᵶ
П Ɏ М ɏ

- Ṇ ừⅎ о Ȳ ה ᴯ цв

- Ϥҷ ȲЛừ╓ҏὙ ֪Ɏֽ Л֯׀ȳ ɏ

- ȸ ᴷ Ẃ

üֽ П֯׀ậЛ׀ Ἠ Ϥ ȸ Ἤ ҏ
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ᵂ ◕ʟ

Å ᴩɦ ɧׄԓ Ɏ ɏ

Å ᴩ ѿ Мᾼׄԓ

Å ȸ ᴩּנ Ȳ ЏẓП йἤȲ═ ạ
ᾭ

Å Џẓֽ ᴕOWASP NIST ԝῶ
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ᵂ ◕ʟ ῀ ạ

ÅṆ ẓ Ӣ П ῀ ạɎ ɏ
- ȲֽṆ Є ⇔ϯ ȳὢ Ἠ ⅎϤ– Ṇ ᶙ
ἤ Ȳ Ӕ ᵂ

- Ṇ ẓ Ҡ ѹצ ПṆ ῀ ạȲ ᵍ Ϣ

- ֽ ᵂṆ Ẃҵ (try-catch)ғ Ȳ֯ Ӣ Ȳᴞ ѿ‒Ԉȳ
ἨẔ҃Ѡה ῀Ṇ Ἥ Ϣ ȲᵓӣSOCὢ Ṇ Ȳ

ҏᵛ ӱ

- ȸ Ṇ ῀ ạ
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῀‒Ԉ



◕ʟ

Å ᴩɦ ɧׄԓ Ɏ М ɏ
- ṿӣᴞ оЏẓ ӭ ᴩ

ü ȳᵂ Ṇ ᵑȳᾪӐ ȳ

- ȸ ᴩּנ Ȳ ЏẓП йἤȲ═ ṳ
ᾭ

üOWASP П Џẓԝῶ

96



Ṷ Ḗ
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ׄԓ ԉ ἤ в

̻
Åе
Å ứ‍е

ԓ ї Ṇ ḕד ϡװ

̼
Åе
Å ứ‍е

ԓ ї Ṇ ḕד Ϛװ

̽
Åе
Å ứ‍е

ԓ ї Ṇ ḕϡד Ϛװ

̾ ֢ Ḗ

̿ ֢ Ḗ

ї Ṇ ȸ
Åќ═ ї ═ ᵂӇ ПṆ Ȳ
ÅἨṼ ׄԓ ԉ и ᾎ ῶϟ Ṇ Ṯ Ḗи ⁄
П ứȲᵒứẔṮ Ḗ Ɫ ῏



Ḗ ᵓ
ӣ

ᵫ

◕ʟ

Å ᴩɦ ɧׄԓ Ɏ ɏ

ÅϚ Ӧ ׄ њ ᴩȲ ὨậḟὑϢ ᶾ

Å ȸ ᴩּנ Ȳṳ═ ᾭ
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- ṳ

- ứ ᴩѡ ц

- ᴩѠה
- ạứד ⁄
- ứ ᴩ
- ᴩ

- і
- е
- DNS▲
- Whois▲

-

- ᵂ Ṇ ᵑ
- ᾪӐ
-

- Ὑ№
- ậ
- ᵒ

- Ю
- ᴩ
- ᴩ Ὠ
-


