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Source Code Analysis Tools

Contributor(s): Dave Wichers, itamarlavender, will-obrien, Eitan Worcel, Prabhu Subramanian, kingthorin, coadaflorin, hblankenship,

GovorovVivasd, pfhorman, GouveaHeitor, Clint Gibler, DSotnikov, Ajin Abraham, Noam Rathaus, Mike Jang S nu r c e c 0 d e S e cu rity An a ly si s

Source code analysis tools, also known as Static Application Security Testing (SAST) Tools, can help analyze

source code or compiled versions of code to help find security flaws.

[SAMATE HOME | INTRO TO SAMATE | SARD | SATE | E
SAST tools can be added into your IDE. Such tools can help you detect issues during software development. l l !

SAST tool feedback can save time and effort, especially when compared to finding vulnerabilities later in the For our purposes, a source code security anolyzer
development cycle. L. exarmines source code to

B‘ “ iﬁﬂﬁﬂﬁ 2. detect and report weaknesses that can lead to security vulnerabilities.
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Vulnerability Scanning Tools

Description

Web Application Vulnerability Scanners are automated tools that scan web applications, normally from the
outside, to look for security vulnerabilities such as Cross-site scripting, SQL Injection, Command Injection, Path
Traversal and insecure server configuration. This category of tools is frequently referred to as Dynamic
Application Security Testing (DAST) Tools. A large number of both commercial and open source tools of this type
are available and all of these tools have their own strengths and weaknesses. If you are interested in the
effectiveness of DAST tools, check out the OWASP Benchmark project, which is scientifically measuring the
effectiveness of all types of vulnerability detection tools, including DAST.

Here we provide a list of vulnerability scanning tools currently available in the market.
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NOTE: By default, no user 45 included in the "manager-gui® role required
to operate the "/manager/himl"™ web application. II yOu Wish TO use This app,
you must define such a user - the username and password are arbitrary.

‘IC“" The sample user and role entries below are wrapped in a comment
\rd thus are ignored when reading this files, Do not forget To remove

> that surrounds them,
<role rdlen name="tomcat" /
role rolename="rolel"
<user username="tomcac® passwvord="tomcat"” ToLeS=TCOmCaL T o ‘
<user username="both" passwvord="tomcat" roles="tomcac,rolel®/>
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< ?xml version="10" encoding="utf-8'7> \
<configuration > g
<connectionStrings >
<add name= “Dema" connect onsString="0ata Source= &+ Wig;Initial
Catalog=SecurityDB;User 1D =4 5% Password = = & Application Name=testAP;"

providerName="System,.Data.SqlClient"/>
</connectionStrings >

<startup> <supportedRuntime version="v4.0" sku=" NETFramework,Version=vd £'/> </startup>

</configuration>

\Vindowa\Bicrasalt NET\Framevorkved 0. 3001 Jaspoat _regiis.ene ~pef appSettings
f 3o e

fcrosoft () RSP.NET RegliS sersion 4.0.32010.0

Mainlstratfon wtilicy to fastall md uninstall RSP NET on the Jocal machise,
Capyright (O Nicrozalt Corporation, ALl rights resepved,

acrypting ceafiguratien sectian...

acceeded!
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Showing: 10 of 10 incidents (based on 55 events) Filter by title orip
- Add fiker
What Happened = Events = Blocked < LasrSeen = Severity - Status =
Volumetric DDOS Attack & - 08 Jan'20 18:48 oS
lllegal Resource Access attack by ...
5 100% 08 Jan'20 00:01 Majo
©n host "nevnstwerkrulesnging.inc... Jen %

Attack using Cross-site scripting ... =
10 100% 08 Jan'20 00:01 Minol

Targeting the URL */<script sre=hiip:... Jen cHiinos; %
SQL Injection attack by a single I...

1008 an' !
On host "newnetvorkrulezngine.inc... 3 9o U8 Jn 20,0501

o%

Remote File Inclusion amack by a..

5 100% 08 J2n'20 08:01 Minar
On host "t25t807340 jjjj jij) ncaprest... J Lullil o%
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Cig language="C#" X»
¢form id="forml" >
£asp:TextBox ID="txtName" />
£asp:Button ID="btnSubmit" Text="Submit"” />
{asp:RegularExpressionValidator ID="regexplams"
ErrorMessage="This expression does not validate."

ValidationExpression=""[a-zA-Z"'.\s]{1,48}%" /> I
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IE Overview General ’ Advanced  Events
© Anti-Malware lntegri& Monitoring
&) Web Reputation Configuration:  Inherited (On) -
© Firewall State: @ On, matching module plug-in not found, 28 rules
© Intrusion Prevention EhEReTeatide scan
| Real Time

© Integrity Monitoring

@ LogInspection Integrity Scan
Last Full Scan For Integrity:  N/A

MR Interfaces

Scan For Integrity
Settings
& S Baseline
B Updates Last Integrity Baseline Created: N/A
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